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INTRODUCTION

This privacy policy provides information on how we collect your personal data. Per-
sonal data are all data that relate personally to you, such as your name, address, tel-
ephone number, date of birth, e-mail address, user behaviour etc.

We process your data exclusively on the basis of the legal provisions (General Data
Protection Regulation and Austrian Data Protection Act in the version of the data pro-
tection amendment law, BGBI (Federal Law Gazette for the Republic of Austria) |
No. 120/2017). The protection of your personal data is important to us.

DATA CONTROLLER

The data controller pursuant to Art. 4 para. 7 General Data Protection Regulation
(GDPR) is:

Name: AMBER Besitz- und Betriebs GmbH
Address: Plainfelder Stralde 21, Austria

E-mail address: buchhaltung@appartements-rettenbacher.at
Telephone number: | +43 (0) 664 1550371

COLLECTION AND USE OF PERSONAL DATA
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When you contact us by e-mail or through a contact form, we store the information you
freely provide (your e-mail address, maybe your name, your address and your tele-
phone number) in order to answer your inquiry.

In addition to the use of our website, we also provide various services. For us to provide
these services, you generally need to provide us with further personal data.

Obligatory fields in our contact or order form are marked as such. We need the data to
be entered in the obligatory fields to process your inquiry or conduct pre-contractual
measures and to fulfil the contract, as otherwise we cannot answer your inquiry or
conclude your order.

We erase the data provided by you in this context once storing them ceases to be
necessary, or we restrict their processing should a legal retention obligation exist. After
the end of the legal retention period, your data are deleted, unless you have explicitly
consented to their continued use or a legal foundation for the processing of your data
remains.

DATA COLLECTION WHEN YOU VISIT OUR WEBSITE

When you simply visit our website, but without filling out a contact or order form or
otherwise transferring information to us, we only collect those data that your browser
transmits to our server. We only collect those data that are technically required to show
you our website and to ensure the stability and security of our website. This is based
on Art. 6 para. 1 lit f GDPR.

The following data are collected by us when you visit our website:

e |P address

¢ Date and time of request

e Time zone difference from Greenwich Mean Time (GMT)
e Content of request

e Access status/HTTP status code

e Respectively transmitted data volume

¢ Website from which the request came

e Browser

e Operating system and interface

e Language and version of the browser software
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USE OF COOKIES

In addition to the data listed above, when you use our website cookies are stored on
your device; only those cookies that are absolutely necessary are stored. Cookies are
small text files that are stored on your hard drive to make your visit to our website
appealing to you and to enable the optimal use of certain offered functions and ser-
vices. Cookies cannot execute a programme or transfer viruses to your computer. They
serve in particular to make our online offering more user-friendly and effective.

Our website uses session cookies and persistent cookies, which will be described be-
low.

Session cookies are automatically deleted when you close your browser. Session
cookies store a so-called session ID with which the various requests sent by your
browser can be assigned to the session. This enables us to recognise your device
when you visit again. Session cookies are deleted when you log out or close your
browser.

Persistent cookies are automatically deleted after a defined period, which varies from
cookie to cookie. The duration of storage is shown in the overview in the cookie settings
of your browser. You can furthermore delete these cookies at any time through the
security settings of your browser.

It is possible to configure your browser settings so that for example cookies are re-
jected. If you want to know how to do so, please use your browser’s help function.

However, please note that if you reject cookies some of the functions of our website
may not work properly.

For purposes of a simplified reservation process and for later execution of the con-
tract, the IP data of the connection owner are stored in cookies and the following per-
sonal data are collected:

Reservation process

e First name and last name (obligatory field)
e Middle name

e Address

e Place

e Postal code
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e Province

e ID number

e Country

e Telephone

e E-mail (obligatory field)
e Comment

Contact form

e First name and last name (obligatory field)
e E-mail (obligatory field)
e Message

In addition, we store the following data for the purpose of executing the contract:

Transmission of data

Customer login data for reservation management. The data provided by you is nec-
essary for the fulfilment of the contract or for the implementation of pre-contractual
measures. Without these data we cannot conclude the contract with you. Data are
not transmitted to third parties, with the exception of the transmission/query of trans-
fer data to the bank/payment provider for the purpose of debiting/settling the pur-
chase price, and to our tax accountant to fulfil our tax obligations and any debt collec-
tion services.

Upon interruption of the reservation process, the data we have stored are deleted. In
the event that a contract is concluded, all data from the contractual relation are
stored for the legally required retention period (7 years).

We use processors to process the data.

TLS encryption — HTTPS

We use https to transmit data securely over the Internet. By using TLS, an encryption
protocol for the secure transmission of data online, we can ensure the protection of
confidential data. You can recognise the use of this security feature for data trans-
mission by the little lock symbol at the top left of your browser and by the use of https
as part of our Internet address.
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MAIL ADVERTISING

We reserve the right to use your first and last name and your postal address for our
own advertising purposes (e.g. to send you offerings or information on our products by
mail). This serves to safeguard our preponderant legitimate interest, following a bal-
ancing of interests, in advertising to our customers.

The advertising mail is sent in our name by a service provider. We will transmit your
data to that service provider for this purpose.

You further have the possibility to subscribe to our newsletter through our website.
For this we require your e-mail address and your declaration that you consent to re-
ceiving the newsletter.

Once you have registered for the newsletter we will send you a confirmation e-mail
with a confirmation link.

You can cancel the newsletter subscription at any time. You can de-register directly
in the newsletter. You can also send your cancellation to the following e-mail ad-
dress: info@appartements-rettenbacher.at

We will then quickly delete your data associated with sending the newsletter.

To send the newsletter we make use of the services of the order processor Casa-
blanca Hotelsoftware GmbH.

Use of Web analysis tools

Our website uses functions of the Web analysis service Google Analytics of Google
LLC, headquartered in California, USA. As part of this, data are transmitted to a non-
European third state — Google LLC has a Privacy Shield certification for this purpose.

These require cookies that enable an analysis of our users’ usage of the website.
The generated information is transferred to and saved on the provider’'s servers.

You can prevent this by configuring your browser to not save any cookies. We have
concluded a corresponding contract for data processing with the provider.

The relation with the Web analysis provider is based on standard contractual provi-
sions/an adequacy decision of the European Commission, in this case Privacy
Shield:


mailto:info@appartements-rettenbacher.at

Page 6

https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI (last called up on
05/04/2018).

Our data processing is in accordance with the legal provisions in § 96 para 3 Tele-
communications Act and Art 6 para 1 lit a (Consent) and/or f (legitimate interest)
GDPR.

Our legitimate interest pursuant to GDPR is the improvement of our offering and our
online presence. As the privacy of our users is important to us, these data are pseu-
donymised. The user data are stored for 26 months.

Privacy policy of Google for Google Analytics:

This website uses Google Analytics, a Web analysis service of Google Inc.
(“Google”). Google Analytics uses cookies, text files that are stored on your device
and that enable the analysis of your use of this website. The information on your use
of this website generated by the cookie is generally sent to a Google server in the
USA and stored there. If IP anonymisation is activated on this website, your IP ad-
dress is first shortened by Google within member states of the EU or other states
party to the Agreement on the European Economic Area. Only in exceptional cases
is the full IP address transmitted to a Google server in the USA and shortened there.
Google will use this information on behalf of the operator of this website to evaluate
your use of the website, to collate reports about your website activities and to provide
the website operator with additional services related to your use of the website and of
the Internet. The IP address transmitted by your browser in the context of Google An-
alytics is not combined with other data owned by Google. You can prevent the setting
of cookies by configuring your browser; however, please note that in this case you
may not be able to fully use all functions of this website. You can furthermore prevent
the collection of the data generated by the cookie and relating to the use of the web-
site (including IP address) and their processing by Google by downloading and in-
stalling the browser plugin available at the following link:
http://tools.google.com/dIpage/gaoptout?hi=de

You can prevent the collection by Google Analytics by clicking on the following link.
An opt-out cookie is then set that prevents the future collection of your data when you
visit this site again: http://tools.google.com/dIlpage/gaoptout?hl=de

You can find more information about the terms of use and privacy protection at
http://www.google.com/analytics/terms/de.html or at
https://www.google.de/intl/de/policies!/.
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Use of social media tools

We use social media tools such as Facebook, Instagram and YouTube for marketing
purposes and administer pages/accesses on these platforms to inform potential cus-
tomers, customers and users of our services and to communicate with customers,
users and potential customers.

We process user data that are transmitted by the users through these platforms,
such as messages or posts on the respective pages. When the platforms are called
up, the terms and conditions, privacy policies and respective data processing of the
respective operators apply.

RIGHT TO OBJECT

To the extent that we process personal data to safeguard our legitimate interest fol-
lowing a balancing of interests, you may object to this processing with effect for the
future. If the processing is for purposes of direct marketing, you can exercise this right
at any time as described above. If the processing is for another purpose, you only have
a right to object in the presence of reasons that arise from your personal situation.

If you exercise your right to object, we will no longer process your personal data for
that purpose, unless we can demonstrate compelling legitimate grounds for the pro-
cessing that outweigh your interests, rights and freedoms, or if the processing is for
the purpose of asserting, exercising or defending legal claims.

RIGHTS OF DATA SUBJECTS

Information on your rights as a data subject:
You have the following rights regarding our use of your personal data:

¢ Right to information pursuant to Art. 15 GDPR,;

¢ Right to correction or erasure pursuant to Art. 16 and Art. 17 GDPR,;
¢ Right to restrict processing pursuant to Art. 18 GDPR,;

¢ Right to data portability pursuant to Art. 20 GDPR;

¢ Right to object to processing pursuant to Art. 21 GDPR.
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You may assert the above rights at any time, in full or in part, without providing reasons,
through an informal letter sent by mail or by e-mail to the contact addresses cited above
for the data controller or the data protection officer.

When you exercise your right to object, we kindly ask that you state your reasons for
requesting that we no longer process your personal data. If your objection is justified
we will examine the situation and either end or adjust the processing of your personal
data or inform you of the compelling legitimate reasons for us to continue processing
your data.

If you believe that the processing of your personal data is in violation of the law or that
your data protection rights have been violated in another form, you furthermore have
the right to complain to the competent authority.



